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PREDICT Coordinating Center - PCC

The PREDICT Coordinating Center (PCC):

Established and maintains a web portal for secure access to PREDICT
features for the community

Established and chairs an Advisory Board to provide program oversight

* Established and chairs an Application Review Board which
— Reviews and approves all requests for user accounts to the portal
— Reviews and approves all requests for access to the datasets

* Established and chairs a Publication Review Board which
— Reviews and approves research products
— Provides controlled access to research products through the portal
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Application Process FAQ o _
* Application Review Procedure

« Researcher Procedure
« PREDICT Overview

Application Review Board Overview

B3C871816933449826289960
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Test Researcher | Logout | Help

»Home IssueTracker” Dataset Catalog Access™ Research Products¥ Account Request Reports¥ MessageCenter My Account

Message Count g | Welcome to the PREDICT community = Info & FAQs

We value your membership and appreciate any feedback you may have to e Application Process
improve the PREDICT Coordinating Center. FaQ
. . . . e Researcher Procedure

Using the links above, navigate to the meta-data catalog of available e Application Review
datasets. Review the catalog listings to determine the most applicable Board Overview

dataset for your research. Information on the type of data, time frame for e Application Review
the data snapshot, requirements and restrictions for using the data, as well Procedure

as criteria for transmission are provided for each dataset, e PREDICT Owerview

% 0 Unread Messages

ETJ 0 Read Messages
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Apply for an account using the Account Request form
Provide a Sponsorship Letter from your employer
Apply for access to datasets using the Request a dataset form

- Execut%a a Memorandum of Agreement (MOA) with the PCC for each dataset
reques

. fShare comments about datasets with other researchers using the Annotate Dataset
orm

*  Submit research products using Submit Research Product form
* Use IssueTracker tool to
— Provide Feedback to the PCC about PREDICT

— Track and facilitate Application Review processing
— Track and facilitate Research Products processing

DREDICT SR
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PREDICT Home Page - hitps://WWW.PREDICT.ORG

3 PREDICT > Home - Microsoft Internet Explorer

eBack - @ v @ @ é| » wvl E” (G| search ,| @New! ¥ Sh367blocked »

B71816999443826283960 =

PREDICT s E

! J PROTECTED REPOSITORY FOR THE DEFENSE OF |‘JFM‘IRU(T“JRI AGAINST CYBER THREATS

| Login |

»Home Account Request

Login Welcome to the PREDICT Coordinating Center = Info & FAQs

At this location, authorized users are able to request unique datasets to assist o Account FAQ
Username: their research into cyber defense technologies, products, models and strategies. e PREDICT Qverview
|| . The PREDICT Coordinating Center is managed by RTI International, a not-for-profit
research institute established in 1958, QUICk Lmks -
To gain entry to the PREDICT Coordinating Center portal, users must first request
— an account. This is a two-step process, requiring input from the individual DETER

Cyber Security BAS
Please use the button at left to access the account request form and carefully read ¢ HS Advanced Research
Password Criteria all documents associated with the account request process. Your account will be  Prolects Agency
processed promptly once all required information has been received.

-

researcher and verification from the researcher’s organization or company. ¢ Homeland Securit
*
-

I~ Remember Login
PREDICT was created to help to protect and defend the cyber infrastructure of our ER I
country. Itis a partnership between the public and private sectors, funded by the I
Password Reminder Science and Technology Directorate of the Department of Homeland Security. INTERNATIONAL  —
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| Legin |

*PHome Account Request

Login

Username:

Password:

Password Criteria

I Remember Login

LREDICT

Go to the PREDICT Home Page.
Click Account Request from either the
menu or the button

Read the MOA for an understanding of
the terms of use for PREDICT data.

Read and print the Sponsorship Letter
and have it completed and returned via
US mail or fax to the PCC by your
employer.

Complete and submit the account
request form.

The PCC Application Review Board
(ARB) will review your application and will
notify you via email when your account
has been activated.
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a Request an account - Microsoft Internet Explorer — ||:||£j

Fle Edt Vew Favortes Iook Hep | Address [€] htipsyjwwm predictorgidefout y] (G0 | A

Q-0 A 3 H| “[cwse]

T =
- =

-

Note that Researcher is checked
Account Request * Fourrequired fields:
1. First Name
2. Last Name
3. Email

4. Organization

ROLE REQUIRED

Note: Researchers must submit a Sponsorship Letter with this account request. All roles will need to complete
a Memorandum of Agreement to fully participate in PREDICT. Documents are provided here for your
information. Do not take any action at this point, but complete the documents delivered in the email you will
receive after you click Submit.

¥ Researcher [T Provider

eeeeee

USER INFORMATION

Required fields are marked with *

* First Name: [My * Last Name: [Narne

* E-mail: |Me@My,Org.Com Home Phone: I

Work Phone: Cell Phone:

If you have a Non-US address, click here
* Address 1: |My Street Address 2: |

* If organization is not in the PREDICT list of
‘approved’ organizations, you will need to provide
organization information.

* City: |MyCity * State: [ California =l

*# Zip Code: [90210

I™ Receive weekly updates when new datasets are addedjupdated to the catalog

*  You will receive an email notifying you that your
account request is being considered

ORGANIZATION

*  You will receive email notification of account
name and password once the application review
board approves the account.

Type in organization name. Click Submit. If your organization is not registered with the PCC, you will be asked to provide
more information.

* Organization Name:IMy' Org

Submit Cancel

Cnryvight 2002-2005 RTI International. All rights reserved. | Terms Of Use
4
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*Home IssueTracker~ Dataset Catalog Access~ Research Products ¥ Account Request Reports~™ MessageCenter My Account

-Message Courli=mEime to the PREDICT community =

°* Log in to PREDICT with your new credentials.

*  You will see several new menu items:

* IssueTracker

* Dataset Catalog Access
°* Research Products

* Account Request

°* Reports

°* MessageCenter

My Account
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/A Apply for access to a dataset - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help |Agdrss@j oredict bid
Qe - © - ¥] (2] 3| *|Coogie- Ele
PREDICT

Choose Dataset Catalog Access -> .,
Request a dataset e

Home IssueTracker¥ » Dataset Catalog Access™ Research Products ™ Account Request Reports™ MessageCenter

Select the table row(s) that contains the Request a dataset
dataset(s) you want to access pinieterreions et e

Click Add to request list

. . . Keyword: [Topology
Briefly describe your proposed project _ ,
and how the selected datasets will be

internet_router_map_planetlab-20030412 Router-level map of the Internet,

d internet_;
u Se internet_router_map_planetlab-20030412 Router-level map of the Internet,

Click SUBMIT to submit your application R

Add to request list
to the Application Review Board (ARB)

You will receive a confirmation email
containing a customized MOA - Read,
print, sign and FAX it to the PCC
The ARB will review your application

and provide access information when
your request has been approved

April 2003 Internet Topology Data Kit (ITDK) Use Agreement |

Remove from request list

‘|Investigating topology issues.

=
Date Needed: [1028]2005 %)

You will need to sign a Memo of Agreement to complete this request. The MOA will be delivered in the email you receive after you click Submit.

Submit Reset Form

[Copyright 2002-2005 RTI International. All rights reserved, | Terms Of Use | Privacy Statement | Contact L

|15 [ mternet
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Dataset Detall

* Accessed by clicking
on the dataset name in
the catalog listing

Dataset:

Short Description:
Description:

Created On:

Collection Start Date:
Collection End Date:
Ongoing Measurement:
Checksum:

Use Restrictions:
Approval Difficulty:
Metadata Version Date:
Availability Start Date:
Availability End Date:

rosoft Internet Explorer Ag]ﬂ

April 2003 Internet Topology Data Kit (ITDK)
42003 routing and topology data

The April 2003 Internet Topology Data Kit includes
traces from 23 skitter monitors, as well as
associated data useful for tology and routing
analysis including iffinder data consolidating IP
addresses into router interfaces, RouteViews BGP
routing Tables, and DNS name lookups. The ITDK
also includes perl and C programs for analyzing the
data. Data from the ITDK is used to create CAIDA's
AS Core Internet map.

1/14/2005 3:13:10 PM

4/1/2003 4:00:00 &M

4/30/2003 5:00:00 AM

N

1
1/8/200S 3:10:07 &AM

: N

Product Review Required:
Specific Use Agreement Required:
Provider:

Size:

State:

Format Type:

Anonymization Type:

Keywords:

Restrictions:
Hosts:

Annotation:

N

Y

CAIDA
3868488704 Bytes
Submitted

Binary
Constant substitution

Denial of Service
ICMP

Topology
Routing tables

Attribution required

CalDa

Print | Close |

[ [ [ [ 5 [e mternet

DREDICT

PRTI 14

INTERNATIONAL



%, PREDICT Dataset Request - Message (HTML) -[olx|
Cfle Bt Vew Inet Fomet ook Actons Hep Type & questionfor hep ~ |u

- QuReply @ReplytoAl_ljk!}Forv_vard g ‘ 4 ‘[3 X “ 74/ A‘ o,

From;  PREDICT-Contact@RTL.org Senk: Fri9/23/2005 10:17 AM

Email message R

o Preict-Contact
Subject:  PREDICT Dataset Request

4

Sent i.mr.nediately on dataset request Thank you for your tequest for access to dataset(s) through PREDICT. Before we can process
submission your request, you rmust retuen the Memo of Agreement . Click the knk to download. Prt, sign and
Confirms your dataset request has been fathe document o the PREDICT Coordinating Center, RTI International, Attw Renee Karlsen,

received 866.835.0255 (ol ez

Contains a customized MOA for printing,

signing and faxing to PCC S

Tour applcation wil be reviewed and you wil be notdied by emad of the outcome within 2to 3
weeks,
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Annotate Dataset

* Filter catalog in drop-down box as
needed

* Select desired dataset

*  Type comment in Annotation text
box

Click Save

When you click View Details of a
dataset, the annotations appear at
the bottom of the window.

DREDICT

Choose Dataset Catalog Access ->

PREDICT 4

W IROTECTED REPOSITORY FOR THE DEENSE OF INFRASTRUCTURE AGAINST CYBER THREATS
| B
i sl

B CH

Test Researcher | Logout | Help

Home IssueTracker” } Dataset Catalog Access™ Research Products™ Account Request Reparts” MessageCenter My Account

Annotate Dataset

Keyword: | None - j Seach: Go Reset

Name Short Desctiption

Allfields marked with an asterisk [*) are required.

* Annotation:

w Reset Fom |
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Test Researcher | Logout | Help _

*Home IssueTrackerv Dataset Catalog Access~ Research Products ™ Account Request Reports~ MessageCenter My Account

View Research Products

Message Count

S SRR RSN O [ ——

°* Loginto PREDICT

* You will see the following menu items:

* IssueTracker

°* Dataset Catalog Access
* Research Products

* Account Request

°* Reports

°* MessageCenter

My Account

14
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3 Submit Research Product - Microsoft Internet Explorer =10 &
Fle Edt View Favortes Took Help |ﬂddfess htps: fwww.predict,org/Default Go l H

*  (Choose Research Products ->
Submit Research Product

*  View existing research products
by type
*  Add new Research Product

*  Associate the Research Product
with a dataset request

*  Provide a title for the product

*  Specify the product type

* Indicate the product sensitivity
*  Upload the product to PREDICT
Click Submit

eﬂack v @ v @ @ <h| »|GOO§¢v| :”Seach v| @M"'! ¥ Sae7blocked »
|

Submit Research Product

Existing Research Products:

Type: [Al

File Date

Type

New Research Product:

Associated Dataset Request I

Sensitivity | No Restriction v

Product File I

Submit | Reset Form

e anusiaht 2002.9008 DT Tnbavn sbian sl All dahbs vasasiad | Tavas AEIIEA RS S CE AR ARl NSRS

| 111 |5 g temet
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* (Choose Research
Products -> View
Research Products

*  Specify the type of
product or ‘All’

* The list of research

products by type
specified are displayed

DREDICT

PREDICT

r}r PROTECTED REPOSITORY FOR THE DEFENSE OF |N’Mﬂlll['"m AGAINST CYBER THREATS
_‘-h. B

Test Researcher | Logout | Help
Home lssueTracker® Dataset Catalog Access ™ P Research Products™ Account Request Reports” MessageCenter My Account

View Research Products

Al
None

Paper
Book
Chapter
Preentation
Algarithm
Mol
Software
Other
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IssueTracker

IssueTracker is the work-flow
management tool used to track:

°*Account Requests
°Dataset Requests

*Research Product Submissions

NNNNNNNNNNNNN
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Use the IssueTracker Feedback Tab to provide input on
PREDICT system and processes

Test Researcher | Logout | Help -I

Mome IssueTracker® Dataset Catalog Access” Research Products™ Account Request Reparts™ MessageCenter My Account

Applcation Reviny

Welcome to the PREDICT communtty

Research Products

LREDICT WRTI
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Choose Issue Tracker ->
Feedback

* To see a listing of
feedback items you have
created.

« To view the status of items
previously submitted.

« To create a new feedback
item.

DREDICT

BTCHT1616994449R2626996(
2520683952

PREDICT s

! T'ROTECTED REPOSITORY FOR THE DEFENSE OF Ikrwnurnm AGAINST CYBER THREATS
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Test Researcher | Logout | Help

Home *IssueTracker” Dataset Catalog Access™ Research Products™ Account Request Reports™ MessageCenter My Account

IssueTracker

EZ
Feedback

Create New Issue |

View [ssues: IReIevant to You j in|Feedhack j
Priofity: IA" j Milestone: Ipending d Category: IA” j
D Issue {click title to view details) Category Needed By Milestone Priority Assigned Creator Owner

1599 |This is a test bug report - no action necessary Comment  9/23/2005 Initisted  low ReneeKarlsen  TestResearcher  Randy Lucas

<>

Select Columns (Sort the results by clicking the column headings)

FRTI 19
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Click Create New Issue

Input a Title that
summarizes the issue
you are reporting

Select Category

Enter a Comment
Click Save

DRREDICT

Project Feedback

Issue m‘ Savsl Cancell

|This is a test bug report - no action necessary

Comment vI

Friday, September 23, 2005 11:06 AM

Renee Karlsen vI
Randy Lucas 'I Priority: low

Milestone: Ilnitlmed

0372312005 2] ¥ export to Calendar
o
History | Notifications

‘ Sub Issues ‘ Parent Issues { Related Issues |

Current Commen s
_]Paragva JJFom JISIZS '“Color ! B 7 U e X X 0!
RN d!

SEEE 8GR

New Comment
INormaI ¥| [Times '”3 vI [Black | ! B J Ude X X 0
IEESE|ZEF &%@n@!

T am just testing the feedback mechanism.
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Application Review - List

Choose Issue Tracker ->
Application Review

To see a listing of your
dataset requests

To view the status of your
dataset requests

To respond to comments
from the ARB regarding
your dataset requests

l)
a4

REDICT

LEN 1816934 44382626336(
3260079836025 20603972

PREDICT 5

FROTECTED REPOSITORY FOR THE DEFENSE OF INFRASTRUCTURE AGAINST CYBER THRIATS

Test Researcher | Logout | Help

Home }lssueTracker” Dataset Catalog Access™ Research Products™ Account Request Reports™ MessageCenter My Account

IssueTracker

Application Review

Create New lssue |

View Issues: |Relevant to You ;I in |App|ication Review

j Category: IA”

Prioity Assigned  Creator

j Milestone: |P9”ding

ID  Issue(click title to view details)  Category

Priority: |A”

Needed By Milestone

Dataset Request - MOA
10/24/2005 Received

Renee Test

1592 - Dataset Request MOA for
MOA
Karken  Researcher

1593 {netflow-sitel tedium

. . Dataset Access Dataset Request - Released to . Rengg Test
1592 52 nafiavalel Request L1 committee nedun Karken ~ Researcher

<k

Select Calumns

Owner

Randy
Lucas

Randy
Lucas

(Sort the results by clicking the column headings)

FRTI

INTERNATIONAL

21



Project Application Review

ml Savel Cancel

Issue 1593

|1592 - Dataset Request MOA for netflow-sitel

Category: MOA ~

Click on the title of an

iIssue to access the R —

u p d ate fo rl I I Crested By: Test Researcher Milestone: | Dataset Request - MOA Received

Needed By: 1072412005 ) [ Exportto Calendar

Level of Effort: 0

View the status and M e e e [

Current Comments

ragra h:”Fum jm](tolor ~lgis 1 g.h_\' x* X.O
comments o | T

Renee Karlsen commented on Monday, September 19,2005 2:19 PM
This is a test case for the research products.

Enter a Comment
Click Save

New Comment

i [Paragraph +| ;I! B 7 !!_ah\ X X, (7

= H&%u&\"(’!

INTERNATIONAL
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A ‘?7. S
Choose Issue TraCker -> Test Researcher | Logout | Help

Home *lssueTracker” Dataset Catalog Access™ Research Products” Account Request Reports™ MessageCenter My Account
Research Products
IssueTracker

To see a listing of your
research product =
submissions

Research Products

To view the status of your
product submissions G benbe_|

To respond to comments

fI'O m th e P RB I’eg a rd | N g View lssues: |Relevant t You2| " |Research Products
you rsu b m iSS i ons Priority: IAH_H Milestone: |P9nding El Category: |A"

No Matching Issues

rl?‘RE DICT MRTI
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Application Process FAQ o _
* Application Review Procedure

« Researcher Procedure
« PREDICT Overview

Application Review Board Overview

B3C871816933449826289960
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Test Researcher | Logout | Help

»Home IssueTracker” Dataset Catalog Access™ Research Products¥ Account Request Reports¥ MessageCenter My Account

Message Count g | Welcome to the PREDICT community = Info & FAQs

We value your membership and appreciate any feedback you may have to e Application Process
improve the PREDICT Coordinating Center. FaQ
. . . . e Researcher Procedure

Using the links above, navigate to the meta-data catalog of available e Application Review
datasets. Review the catalog listings to determine the most applicable Board Overview

dataset for your research. Information on the type of data, time frame for e Application Review
the data snapshot, requirements and restrictions for using the data, as well Procedure

as criteria for transmission are provided for each dataset, e PREDICT Owerview

% 0 Unread Messages

ETJ 0 Read Messages
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At any time that you have questions or
comments you can send emall to

PREDICT-CONTACT@publistsrv.rti.org

This mailbox is monitored by three PCC staff.
You will receive a response to most inquiries
within 24 hours.

DREDICT
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Thank you!

Thanks for your participation in

PREDICT

RREDICT BRTI 2



