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There’s lots of bad software out there

Our industry still hasn’t learned how
to deploy secure software...
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Software Assurance: poorly written B Tech Audit [ e
software is at the root of all of our —

Securlty prObIemS Flaws in IE and DirectShow
Doug Maughan’ DHS By Tony Bradley, PC Warld @Print @4Digy g Twiler [ Faceback G Mare
Top 10 Hard PrOblemS in Cyber Security, CACM 53(2) Microset n's Tuesday for June 2010 Is here. Microsoft released a total of 10 new

. addressing 34 separale vuinerabities, including critical Naws in

he Internet Cxplorer Web browser. Let's turn to some industry experts and
security professionals for additional insight on the Microsoft security bulieting, and
perspective on how to priontize and profect against the potential threats

and MS10-025 which

The tools exist to help us
deploy safer software...




...but there’s no single solution

Different tools identify different

problems...

[T
Non-overlap: Hits reported by one tool and no others (84%)

Overlap: Hits reported by more than one tool (16%)
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Source: MITRE

.. and present their results with different semantics:

<Buglnstance type="NP_NULL_ON_SOME_PATH" priority="1" abbrev="NP" category="CORRECTNESS">

ns.tva.m
decision
g del/link ¢

</Class>
<Method classname="com.securedecisions.tva.
signature="(Lcom/securedecisions/tva/model/xml/g
odel/xml/pdag/ExploitDocument$Exploit,” isStatic=
<SourceLine classname="com.securedecision
sourcefile="LinkS etAggregator.java’ sourcepath="
</Method>
<LocalVariable name="machine" register="5" pc
<SourceLine classname="com.securedecisions,
sourcefile="LinkS etAggregator.java’ sourcepath="
<SourceLine classname="com.securedecisions,
sourcefile="LinkS etAggregator.java’ sourcepath="
</Buglnstance>

<Buglnstance type="NP_NULL_ON_SOME_PATH" priority="1" abbrev="NP" category="CORRECTNESS">

ns.tva.model.linksettransform.LinkSetA ggregator”>
decisions.tva.modellinksettransform.LinkS etAggregator” start="58" end="670" sourcefile="Link SetA¢
del/linksettransform/LinkS etAggregator java'/>

<[Class>
<Method classname="com.securedecisions.tva.model linksettransform.LinkSetA ggregator” name="createFromExploit’
signature="(Lcom/securedecisions“va/me~'>i/xml/ag/LinkDocument$Link; Lcom/securedecisions/tva/modelxml/pdag/P rotectionDomainDocum:

Statis="falca"s

odel/xml/pdag/ExploitDocument.  xualait:

e erene o NO tool stands out as an uber-tool.
Each has its strengths and weaknesses.

</Method>
Kris Britton, Technical Director

<LocalVariable name="machine"
<SourceLine classname="com. s
NSA’s Center for Assured Software

sourcefile="LinkS etAggregator.java
<SourceLine classname="com.s{

sourcefile="LinkS etAggregator.java" sourcepath="com/secureclecisions
</Buglnstance>
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Software Assurance Visual Analysis
An application that brings together disparate SwA analysis runs and ...

KDM Analytics”

Tool Output Integration Framework
... visualizes and prioritizes key trouble spots by severity and frequency

.. hormalizes the results in a standard format

.. removes overlapping results

... uses code context to assess the impact of those results

... filters and highlights based on weakness type and software class
... shows who is responsible for weaknesses

... helps assign repair of weaknesses

... uncovers trends

Coverage Priority Traceability Remediation

Enhances the speed and coverage for detection and
remediation of software weaknesses



Code Dx Workflow

Step 1 — Generate and upload data

- SOUR

CE FindBugs
ANALYSIS > . """ EXPORI

Step 2 — Automatic correlation and normalization of the tool results
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Code B

Home Projects Options About Admin Logout Lagged in as admin Snurslhciduis

WebGoat > Analysis Run 1 > Weakness 504 Ms_SHOULD_BE_FINAL detected by FindBugs

First seen on 6f22/2012 8 weaknesses in this file 3 similar weaknesses in this analysis run

Status . Description
New M Triage status
A mutable static field could be changed by malicious code or by accident from
- another package. The field could be made f| vl
Activity Stream packas Remediation

guidance

« » Detailed Information
e

------------------------------------------------------ ~ Source Code
admin changed status to New
3 days a
e The weakness goes from line 61 to 61 in file lessons/XMLInjection.java

admin changed status to Assigned to jane show more: (1 weaknesses currently hidden from view)

3 days ago

®

admin changed status to Escalated

3 days ago * @author Sherif Koussa <a href="http://www.softwaresecured.co
- . #* f

admin cha FQEEEiI_tIrT]EE public class XMLInjectign extend o

3 days ago . {

M collaboration Source code

3 days ago private final stati (jEEtEi”ES NG = new Integer(

admin changed status to New private final static String ACCOUNTID = “"accountID";

21 days ago
public static HashMap<Integer, Reward> rewardsMap = new Has
public final static A MAC_LOGO = new A().setHref("http://ww
protected static HashMap<Integer, Reward> init()
{ Reward r = new Reward();
r.setName( "WebGoat t-shirt");

r.setPoints(50);
rewardsMap.put(1eel, r);

show more: (5 weaknesses currently hidden from view)



Technology Transition

* 5 months left on Phase |l contract

* Alpha prototype available now; we are eager to
get feedback

e Currently at TRL 4, looking to audience to:
— Incorporate into larger programs
— Provide test & evaluation environments
— Recommend users and transition partners
— Recommend capabilities to enhance transition



Questions?

Ken Prole

Ken.Prole@securedecisions.com
631-759-3907

APPLIED HON
VISIONS thOde L
Secureecisions 2 securedecisions.com/codedx




				Software Assurance Analysis and Visual Analytics
	There’s lots of bad software out there
	…but there’s no single solution
	Slide Number 4
	Slide Number 5
	Code Dx Workflow
	Slide Number 7
	Technology Transition
	Slide Number 9

