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There’s lots of bad software out there 
Our industry still hasn’t learned how 
to deploy secure software… 
 

 
 “ Software Assurance: poorly written 

software is at the root of all of our 
security problems 

Doug Maughan, DHS 
Top 10 Hard Problems in Cyber Security, CACM 53(2) 

 

The tools exist to help us 
deploy safer software… 



…but there’s no single solution 

Different tools identify different 
problems… 
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… and present their results with different semantics: 

“ No tool stands out as an uber-tool.  
Each has its strengths and weaknesses. 

Kris Britton, Technical Director 
NSA’s Center for Assured Software 

Source: MITRE 





An application that brings together disparate SwA analysis runs and … 

 … normalizes the results in a standard format 

 … removes overlapping results 

 … visualizes and prioritizes key trouble spots by severity and frequency 

 … uses code context to assess the impact of those results 

 … filters and highlights based on weakness type and software class 

 … shows who is responsible for weaknesses  

 … helps assign repair of weaknesses 

 … uncovers trends  

Software Assurance Visual Analysis 

Coverage Priority Traceability Remediation 

Tool Output Integration Framework 

Enhances the speed and coverage for detection and 
remediation of software weaknesses 



Code Dx Workflow 
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Step 1 – Generate and upload data 

Step 2 – Automatic correlation and normalization of the tool results 

Step 3 – Visual analytics, weakness triage, and results dissemination 



Workflows tailored to 
each type of user 

Visualize thousands 
of weaknesses in a 

single view 

Quickly and effectively triage 
large weaknesses lists 

Interactive,  
powerful filtering 

Quickly disseminate 
findings 

Triage status 

Real-time 
collaboration Source code 

details 

Remediation 
guidance 



Technology Transition 

• 5 months left on Phase II contract 

• Alpha prototype available now; we are eager to 
get feedback  

• Currently at TRL 4, looking to audience to: 
– Incorporate into larger programs 

– Provide test & evaluation environments 

– Recommend users and transition partners 

– Recommend capabilities to enhance transition 
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Questions? 

securedecisions.com/codedx 
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