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= Primary Objective: to understand more fully the challenges
associated with making cybersecurity investments in the private
sector and to recommend policies for facilitating the appropriate
level of such investments (emphasis will be given to firms that own
and/or operate assets critical to the national infrastructure).

* |npursuing this objective, we begin by developing a conceptual
framework for making cybersecurity investments. In other words,
since cybersecurity investments compete with other investment
opportunities available to firms, they need to be justified by showing
that the benefits exceed the costs, in terms of NPV.
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Technical Approach:

=Examine Existing Literature

*Develop Model(s) for Investing in Cybersecurity

=Conduct In-Depth Interviews with CFOs & CI1Os from major firms

»Conduct Survey and Analyze Data

»Develop Recommendations for Policies and Procedures that Incentivize
Appropriate Level of Private Sector Cybersecurity Investment
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The Business Case for Cybersecurity Investments
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Conceptual View of Costs of Security Breaches

/ Direct Costs Indirect Costs
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= H1: The uncertainties associated with measuring the benefits
from cybersecurity have created a situation such that it is
more difficult for managers to get funds for cybersecurity
iInvestments than for investments related to traditional
revenue generating projects.

» H2: The risk associated with cybersecurity investments is
poorly understood by most individuals involved in making
cybersecurity investments.

= H3: Due to externalities, when firms only consider private
profits they tend to under-invest in cybersecurity.
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Research Design

1. Provide Conceptual Framework for Making Cybersecurity Investments

Z, =argmin [P(z)L +z]
Z, =argmin [P(z)L +z + CS(2)]

2. Conduct 4-6 in-depth case studies of the cybersecurity investment activities of
organizations operating in critical infrastructure industries, based on interviews
with the CFOs and CSOs. The case studies will be viewed as a series of mini-
experiments.

3. Design questionnaire for conducting a large empirical survey. The data collected
from the survey will be used to statistically test the hypotheses underlying the
study. The questionnaire will be sent to the CFOs and CSOs of approximately 300
major organizations from a variety of critical structure industries.

4. Analyze survey data via statistical and econometric procedures.

Y = Bo+ B X1+ B X+ 2 o C
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Inappropriate regulatory strategies can cause firms to reducetheir
overall levels of cybersecurity
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Deliverables
*Monthly Progress Reports

*Interim Reportafter the first 12 months.

»Final Reportafter the 24 months that will summarizethe entire research
project, including: (a) survey of private sector firms, (b) case studies, (c)
cyber security investment models, and (d) policy recommendations.

*Preparation of Articles for submission to major Research Journals

=sPresentations at Academic and Professional Conferences
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» |[nform the formulation of policies and regulations aimed
at incentivizing an appropriate level of investment in
cybersecurity measures by the private sector

= Assist firms as they analyze their cybersecurity
requirements, and work to determine the appropriate
level of investment
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