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Improve static source code analysis workflows by introducing 
execution context to the analysis process. 

Code Pulse Overview 

Goal 

Scope 
 TTA #1: Software Assurance 

 20 Month Period of Performance, Ending April 2014 

 Targeting Java-based codebases 

 

The outcome will be a software application used in conjunction with static 
analysis tools to visually depict execution context of vulnerabilities to prioritize 
critical code paths. The software will fuse dynamic traces and static analysis 
into one seamless system automating code context processing and improving 
communication between stakeholders. 

Objective 
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Division of Applied Visions, Inc. 

Founded 1987 

40 people in Northport and Clifton Park, NY 

Commercial software product development 

 Hallmark, Reuters, AC Nielsen 

Significant visualization experience 

 Software Vis, Cyber Security Vis, Military C2 Vis 

Secure Decisions security division launched in 2000 

 Cyber decision analysis, Visual analytics of network data, Visual 
systems for cyber training, Mission impact of cyber attacks 

About Secure Decisions 
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Project title: SwA Visual Analytics for Dynamic Analysis of Code 

Project working title: Code Pulse 
 

Dynamic Analysis 

 Broad term 

 In SwA used to describe the process to detect potential vulnerabilities at 
runtime (A.K.A. Penetration Testing, Black Box Testing) 

 Source code context not available 

Dynamic Tracing 

 Monitor runtime execution 

 Used by profiling tools 

 Identify which methods are called, call graph, call durations, and call 
frequencies 

Dynamic Analysis vs Dynamic Tracing 
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2. Security Analyst/Auditor processes and prioritizes the list 

Many potential vulnerabilities found 

1. Static analysis tools process source code 

Short list of top issues 

3. Development team processes the list fixing some, ignoring others 

 

 

 
Typical Static Analysis Workflow 
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Data overload: Static analysis tools identify thousands of 
potential vulnerabilities 

Automation Mismatch 

 

Automated Process Manual Process 

Identification process is automated, triage is still manual 
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Code (In)Equality 

 

 

Static analysis tools are equal opportunity assessors 

Adding criticality context … 

 

Code is not equal; vulnerabilities in critical code paths 
need higher prioritization 
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Static analysis tools present results using a vulnerability-first approach 

   

  
 

Developers use a code-first approach to think of their codebases 

Security specialists and development teams have different mental models yet 
both need to communicate effectively for the shared SwA objective 

Vulnerability-First or Code-First? 



9 
 

http://securedecisions.com DHS CSD 2012 PI Meeting 

Approach 



10 
 

http://securedecisions.com DHS CSD 2012 PI Meeting 

Decrease manual tedium in weakness triage process 

Provide the tools to quickly and effectively identify critical code paths 

Bridge the gap between security specialists and development teams 

AUTOMATION 

PRIORITIZATION 

COMMUNICATION 

Approach 
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Approach 

 

 

Static 
analysis 
tools Static & dynamic 

fusion 

Visual analytics 

Vulnerability analysis in execution context 

Dynamic augmented static source analysis 
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Code Pulse Architecture 
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Dynamic tracing provides two key insights into execution: 

 Which code is called 

 Call frequency 

 

Interesting use cases: 

 Dead code 

 Frequently called code 

 Critical code paths 

 Mature features 

Use Case Sampling 
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Benefits 

AUTOMATION 

PRIORITIZATION 

COMMUNICATION 

Scoping analysis to what code is actually executed 

Vulnerability prioritization driven by the execution criticality context 

Remove the clutter from the view helping focus on just what matters 

Visual analytics for faster processing 

Basing the analysis on execution context bridges the divide between 
SwA and actual code, helping simplify the workflow 
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DHS S&T Software Assurance Phase II SBIR PI: Ken Prole 
Code Pulse will leverage Code Dx infrastructure 
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Dynamic Tracing = Lots of data! 

 Runtime overhead; need to keep overhead low to make the 
solution viable 

 Data processing & storage challenges; experience dealing 
with NetFlow and other big data 

 

New visualizations = Potential usability concerns 

 Vast visualization repertoire 

 Successfully leveraged visualizations in software analytics 
and other domains 

 Early evaluations! 

Challenges 
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Schedule 

Deliverables POP:  8/12 – 4/14 

Mo. Major Milestones Deliverables 

8 Test plan Report 

8 Transition plan Report 

19 User & Installation Guides Documents 

20 Code Pulse prototype Software 

Quarterly Technical Reports Report 

20 Final Report Report 
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1. Clarify the value proposition 

2. Develop a product roadmap 

3. Identify government, commercial, and educational transition 
partners 

4. Develop a marketing strategy 

5. Beta testing for assessment and feedback 

Technology Transition 
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Clarify the value proposition 
 Conduct interviews with potential users 
 Leverage relationships built in Code Dx 
 Discuss how the tool will help the identified personas 
 Present the concept within the community: NCSD’s SwA 

forums 

 

Develop a product roadmap 
 Planned features and releases (subject to change) 
 Potential service offerings 

 

 

Technology Transition 
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Identify transition partners 
 SWAMP 
 Tool vendors 
 Acquisition groups 
 Educational institutes 
 

Develop a marketing strategy 
 Product sheets 
 Scripted demonstration, video 
 Web placement and traffic generation 
 Conferences and exhibits 
 Articles, both trade and peer-reviewed 

Technology Transition 
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Beta testing for assessment and feedback on: 
 Functionality 
 Usability 
 Robustness 
 Performance 
 Scalability 

 

Technology Transition 
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Quad Chart 
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Hassan Radwan 

Hassan.Radwan@securedecisions.com 
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Dr. Anita D’Amico 

Anita.Damico@securedecisions.com 

 

Questions? 
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